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This Federal Reserve publication provides high-level summaries of consumer compli-
ance issues for senior executives in banking organizations and serves to complement
other aspects of the Federal Reserve’s outreach program for its supervised institu-
tions, including Consumer Compliance Outlook, a Federal Reserve System publica-
tion focused on consumer compliance issues, and its companion webinar series,
Outlook Live.

The Federal Reserve Board’s Division of Consumer and Community Affairs publishes
the Consumer Compliance Supervision Bulletin to enhance transparency regarding
the Federal Reserve’s consumer compliance supervisory activities by

B sharing information about our examiners’ observations and noteworthy developments
related to consumer protection, and

B providing practical steps that institutions may consider when addressing certain con-
sumer compliance risks.

This issue of the Consumer Compliance Supervision Bulletin discusses Federal Reserve
supervisory observations regarding financial technology, otherwise known as “fintech,” which
is simply the use of technological innovation to provide financial products and services.

Fintech has the potential to provide significant benefits to consumers, small businesses, and
financial institutions. Yet the use of technology related to consumer financial services is not
immune to the same consumer protection risks that occur in more traditional financial ser-

vices and may pose new risks. The good news is that most banks can use their existing
experience in consumer compliance management to evaluate a new fintech collaboration or
fintech activity. This resource is intended to enhance the understanding of common fact pat-
terns and emerging risks so that institutions can manage fintech risk appropriately and efficiently.
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Promoting Effective Fintech Risk Management

Background and Observations

” o«

Recent discussions on the future of banking seem to focus on “fintech,” “disruption,” “auto-
mation,” “artificial intelligence,” and other aspects of innovation. Many bank boards are
exploring whether a fintech collaboration makes sense for their bank." According to a recent
survey, about 82 percent of financial institution respondents expected to increase partner-
ships with fintech companies over the next three to five years.? Although there may be many
motivations for these partnerships, the survey found that 88 percent of financial institution
respondents were increasingly concerned that they were losing revenue to innovators.® For
example, community banks have long been a primary source of credit for small businesses,
but these businesses are increasingly turning to online alternative lenders that can offer
streamlined loan applications, expedited loan decisions, and quick access to funds.*

The Federal Reserve is committed to working with banks as they engage in responsible inno-
vation to meet customer expectations, offer competitive products and services, and develop
appropriate collaborations that fit the bank’s business model and risk appetite. Some
research has found that small businesses may prefer to work with banks, which indicates
that there are opportunities for community banks in this area.® Over the past few years, the
Federal Reserve has promoted a variety of efforts to support community banks as they
explore new technologies.® This article provides some general guideposts for engaging in
innovation while also promoting effective risk management.

Michelle W. Bowman, “Community Banking in the Age of Innovation” (speech at the “Fed Family” Luncheon at
the Federal Reserve Bank of San Francisco, San Francisco, CA, April 11, 2019) (noting that more community
bankers are trying to determine how to adjust their businesses to make the best use of new technologies), https://
www.federalreserve.gov/newsevents/speech/bowman20190411a.htm.

In 2017, the consulting firm PwC conducted a global survey of 1,308 financial services and fintech executives.
See PwC, Global FinTech Report 2017, https://www.pwc.com/gx/en/industries/financial-services/assets/pwc-
global-fintech-report-2017.pdf.

See id. See also 2018 National Survey, “Community Banking in the 21st Century 2018” at 13 (finding that survey
participants foresee a larger role for fintech firms as future competitors for small business lending), https://www.
communitybanking.org/~/media/files/publication/cb21pub_2018_final.pdf.

Lael Brainard, “Community Banks, Small Business Credit, and Online Lending” (speech at the Community
Banking in the 21st Century, The Third Annual Community Banking Research and Policy Conference, Cospon-
sored by the Federal Reserve System and Conference of State Bank Supervisors, Federal Reserve Bank of

St. Louis, St. Louis, MO, September 30, 2015), https://www.federalreserve.gov/newsevents/speech/
brainard20150930a.htm.

See, e.g., Federal Reserve Banks of New York, Cleveland, and Richmond, Small Business Credit Survey: Report
on Nonemployer Firms (2018), p. 18, https://www.fedsmallbusiness.org/medialibrary/fedsmallbusiness/files/
2018/sbcs-nonemployer-firms-report.pdf (finding that successful nonemployer loan applicants were least satis-
fied with online lenders, driven by challenges with high interest rates and unfavorable repayment terms). See also
Barbara J. Lipman and Ann Marie Wiersch, Searching for Small Business Credit Online: What Prospective Bor-
rowers Encounter on Fintech Lender Websites (forthcoming).

For example, in October 2018, the Federal Reserve along with the Federal Deposit Insurance Corporation (FDIC)
and the Conference of State Bank Supervisors hosted the Community Banking in the 21st Century Conference.

The conference included a panel entitled “The Future of Community Banking,” which featured community banks
and fintech firms discussing how they have leveraged fintech innovation to meet the needs of consumers. A link

to the conference website provides a video of the panel: https://www.communitybanking.org/conferences/2018.
For a more complete list of the Federal Reserve’s efforts, see the section below entitled Federal Reserve Fintech
Resources.


https://www.federalreserve.gov/newsevents/speech/bowman20190411a.htm
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https://www.pwc.com/gx/en/industries/financial-services/assets/pwc-global-fintech-report-2017.pdf
https://www.pwc.com/gx/en/industries/financial-services/assets/pwc-global-fintech-report-2017.pdf
https://www.communitybanking.org/~/media/files/publication/cb21pub_2018_final.pdf
https://www.communitybanking.org/~/media/files/publication/cb21pub_2018_final.pdf
https://www.federalreserve.gov/newsevents/speech/brainard20150930a.htm
https://www.federalreserve.gov/newsevents/speech/brainard20150930a.htm
https://www.fedsmallbusiness.org/medialibrary/fedsmallbusiness/files/2018/sbcs-nonemployer-firms-report.pdf
https://www.fedsmallbusiness.org/medialibrary/fedsmallbusiness/files/2018/sbcs-nonemployer-firms-report.pdf
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How Do Banks Engage with Fintech?

There are a variety of ways in which fintech can help provide financial products and services.
For example, banks can incorporate fintech when underwriting and originating loans to con-
sumers and businesses as well as when facilitating payments between individuals. Alterna-
tively, banks can collaborate with fintech firms to provide new or enhanced products or
services.

Fintech collaborations may help banks enhance the customer experience by combining their
strengths, such as strong compliance expertise and deep customer relationships, with the
fintech firm’s innovative approach. As highlighted by Federal Reserve Board Governor
Michelle Bowman: “Rather than fear fintech, more and more community bankers are trying to
determine how to adjust their businesses to make the best use of new technologies.””

Why Is Fintech Risk Management Important?

For banks, there are several benefits to collaborating with a fintech firm. For example, banks
can work with fintech firms to enhance the customer experience through greater conve-
nience, lower costs, increased financial inclusion, faster services, and improved security.

However, as with any new product or service, the management of compliance and third-party
risk is crucial. Although most banks have extensive experience managing these issues, some
banks may face challenges in collaborating with fintech partners who are less familiar with the
risks and consequences in the highly regulated field of consumer finance. As noted by Fed-
eral Reserve Board Governor Lael Brainard: “There are more serious and lasting conse-
quences for a consumer who gets, for instance, an unsustainable loan on his or her smart-
phone than for a consumer who downloads the wrong movie or listens to a bad podcast.”®

The good news is that most banks can use their experience in managing risk for conventional
products and services to evaluate a potential new fintech collaboration. Generally, the same
consumer laws and regulations apply, and the same basic principles of risk management will
serve to mitigate risks and potential consumer harm while maintaining the benefits of the col-
laboration. In connection with a recent settlement with a fintech firm, the Federal Trade Com-
mission stated: “[EJven when innovative products enter the market—for example,

new platforms offering financial services—fundamental consumer protection principles
remain constant.”®

Michelle W. Bowman, “Community Banking in the Age of Innovation” (April 11, 2019), https://www.federalreserve.
gov/newsevents/speech/bowman20190411a.htm.

Lael Brainard, “The Opportunities and Challenges of Fintech” (speech at the Conference on Financial Innovation
at the Board of Governors of the Federal Reserve System, Washington, D.C., December 2, 2016), https://www.
federalreserve.gov/newsevents/speech/brainard20161202a.htm. Although this article focuses on consumer
compliance risk management, there are also concerns about how fintech firms address safety and soundness
issues, including how certain fintech products may perform in an economic downturn.

Lesley Fair, The Avant Settlement: New Financial Platforms, Established Consumer Protections (Washington:
Federal Trade Commission, April 15, 2019), https://www.ftc.gov/news-events/blogs/business-blog/2019/04/
avant-settlement-new-financial-platforms-established.


https://www.federalreserve.gov/newsevents/speech/bowman20190411a.htm
https://www.federalreserve.gov/newsevents/speech/bowman20190411a.htm
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Managing Risks

The Federal Reserve is committed to working with banks to ensure that the risks of fintech
collaborations are evaluated and managed in a manner that promotes a fair and transparent
consumer financial services marketplace. In our experience, strong institutions typically iden-
tify and mitigate risks before introducing new fintech collaborations. Conversely, we have
found that when the risks are not identified and mitigated in advance, the unintended conse-
guences may harm consumers, result in legal violations, and be costly for the bank to
resolve, both from a monetary and reputational perspective.

There are several areas that a bank can consider to manage the risks of a fintech
collaboration:

B Board and senior management oversight. Strong institutions typically identify, understand,
and manage the potential risks arising from the fintech collaboration. They also dedicate
sufficient resources to the fintech collaboration. The assigned staff is knowledgeable,
empowered, and held accountable for compliance with consumer laws and regulations.
Finally, strong institutions proactively identify issues and promptly respond to risks and
deficiencies.

B Policies, procedures, and training. Strong institutions typically have documented, repeat-
able, and auditable processes, which are approved by the board and are appropriate to
the risks found in the fintech collaboration. The policies and procedures communicate
management’s commitment and expectations related to risk management. Moreover,
training is comprehensive and tailored for the staff receiving it and to the specific risk of
the fintech collaboration. The training program is updated in advance of the introduction
of the new fintech collaboration, product, or service.

B Risk monitoring. Strong institutions typically develop risk-monitoring and auditing pro-
cesses that are sufficient to identify and address the potential risks of the fintech collabo-
ration. The risk monitoring programs are monitored proactively to identify weaknesses
and promptly make changes to minimize the risk of violations and consumer harm. In par-
ticular, strong institutions tend to proactively monitor consumer complaints, including
those submitted to third parties, to identify risks and take appropriate action. Finally,
where the fintech business model relies on algorithms, machine learning, or artificial intelli-
gence, strong institutions typically ensure that they understand the risks and controls for
these models.

B Third-party oversight. Strong institutions typically understand that they will need to evalu-
ate the fintech firm’s activities as though the bank performed the activities itself. For
example, strong institutions tend to conduct comprehensive and ongoing due diligence
and oversight of the third party to ensure consistent compliance with consumer protec-
tion laws and regulations. Strong oversight controls include comprehensive contract pro-
visions, appropriate compensation and incentive structures, and clear performance met-
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rics. In particular, strong institutions typically ensure that they monitor and analyze any
complaints that consumers send directly to the fintech firm.'°

Online and Mobile Banking

Background and Observations

Many community banks offer online and mobile banking services that allow consumers to
conduct financial transactions from a computer or smartphone.’ In 2018, more than 40 per-
cent of Americans managed their bank accounts online'? and about half of U.S. adults with
bank accounts used a mobile phone to access a bank account in the past year.'® These
online and mobile banking platforms offer convenient ways for consumers to check account
balances and recent transactions, transfer funds, deposit checks, or pay bills.*

O A recent settlement by the FDIC highlights the importance of third-party oversight. Among other things, the
settlement requires the bank to establish a written Third-Party Risk Management Program that acknowledges
the bank’s responsibility for ensuring that third-party products and services comply with consumer protection
laws to the same extent as if the bank itself conducted such activities. See in the matter of: Cross River Bank,
Consent Order, Order for Restitution, and Order to Pay Civil Money Penalty, FDIC-17-0123b, FDIC 17-0121b,
FDIC-17-0122k (March 28, 2018), https://www.fdic.gov/news/news/press/2018/pr18021a.pdf.

" For purposes of this discussion, online banking involves accessing a financial institution through the internet to
conduct a transaction; whereas mobile banking involves accessing a financial institution through the web
browser on a mobile phone, via text messaging, or by using an app downloaded to a mobile phone to conduct a
transaction. See Board of Governors of the Federal Reserve System, Consumers and Mobile Financial Services
2016, (March 2016), p. 41, 43, (hereinafter, “2016 FRB Mobile Survey”), https://www.federalreserve.gov/
consumerscommunities/mobile_finance.htm.

12 American Bankers Association, Survey: Online, Mobile Are Most Popular Banking Channels, Branches Remain
Popular, https://www.aba.com/about-us/press-room/press-releases/survey-online-mobile-are-most-popular-
banking-channels. The survey, which included a sample of about 2,000 adults, was conducted in Septem-
ber 2018 by Morning Consult on behalf of the American Bankers Association. In addition, a household survey
conducted by the Federal Deposit Insurance Corporation (FDIC) found that online banking remained the most
prevalent method for bank account access in 2017. See Federal Deposit Insurance Corporation, “2017 FDIC
National Survey of Unbanked and Underbanked Households,” (October 2018), p. 25, https://economicinclusion
.gov/downloads/2017_FDIC_Unbanked_HH_Survey_Report.pdf.

This number of consumers using online banking has increased in recent years. According to a 2018 Deloitte
global digital banking survey of 17,100 consumers across 17 countries regarding their digital banking behaviors,
73 percent of respondents banked online through a browser at least once a month. Val Srinivas and Richa
Wadhwani, “The Value of Online Banking Channels in a Mobile-Centric World,” https://www2.deloitte.com/
insights/us/en/industry/financial-services/online-banking-usage-in-mobile-centric-world.html.

SEllen A. Merry, “Mobile Banking: A Closer Look at Survey Measures,” FEDS Notes (March 27, 2018), https://
www.federalreserve.gov/econres/notes/feds-notes/mobile-banking-a-closer-look-at-survey-measures-
20180327.htm.

"“The Federal Reserve Board conducts annual surveys of consumers’ use of mobile technology to access financial
services and make financial decisions. This report includes findings from the November 2015 survey of 2,510
respondents. According to the 2016 FRB Mobile Survey, mobile banking activities for mobile users include:
checking account balances or recent transactions (94 percent); transferring money between an individual’s own
account (58 percent); receiving an alert (e.g., a text message, push notifications, or email) from their bank
(566 percent); depositing a check to an account electronically using a mobile phone camera (48 percent); and
making an online bill payment from a bank account using a mobile phone (47 percent). 2016 FRB Mobile Survey,
p. 11, https://www.federalreserve.gov/consumerscommunities/mobile_finance.htm.


https://www.fdic.gov/news/news/press/2018/pr18021a.pdf
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These tools not only allow consumers to manage their money, but also make informed finan-
cial decisions.'® While online and mobile banking services provide many benefits, the tech-
nology also presents security and privacy concerns for consumers and may result in height-
ened risks of unfair or deceptive practices (UDAP) in violation of Section 5 of the Federal
Trade Commission Act."®

Certain bank practices related to online and mobile banking services have resulted in UDAP
violations. UDAP risks have been identified when a bank fails to provide consumers accurate
account information and disclosures on their online and mobile banking platforms. In addi-
tion, unfair or deceptive practices have arisen when a bank fails to evaluate and validate any
modifications to its online and mobile banking platforms or monitor its compliance risk-
management systems. As explained below, these UDAP risks can be readily mitigated with
standard risk-management practices.

Recently, the Federal Reserve has cited UDAP violations based on the failure to disclose
accurate payment information in online and mobile banking platforms. In one matter, a UDAP
violation occurred with respect to the bank’s mobile banking platform for overdraft line of
credit accounts when the bank failed to disclose any finance charges or late fees owed with
the minimum payment required, or the repayment amount necessary to pay the account in
full. In another matter, a UDAP violation occurred with respect to the bank’s online and mobile
banking platform for installment loans when the bank failed to disclose any past due amounts
or late fees with the payment amount due. In both matters, each violation resulted in con-
sumers being harmed with additional finance charges, late fees, or negative credit reporting.

Managing Risks

Banks can identify and manage their UDAP risks related to online and mobile banking by tak-
ing the following steps:

B capturing and comparing disclosures on online and mobile banking platforms for consis-
tency and accuracy,

B confirming the consumer experience with the bank’s understanding of how the product
should work, and

B regularly monitoring complaints for potential concerns.

15Acoording to the 2016 FRB Mobile Survey, 62 percent of mobile banking users checked their account balance
on their phone before making a large purchase in the store, and 50 percent decided not to purchase an item as
a result of their account balance or credit limit. Id. at 25, https://www.federalreserve.gov/
consumerscommunities/mobile_finance.htm.

"6 More than 40 percent of respondents to the Fed’s 2016 FRB Mobile Survey believed that a person’s personal
information is “very unsafe” or “somewhat unsafe” when using mobile banking. 2016 FRB Mobile Survey at 21,
https://www.federalreserve.gov/consumerscommunities/mobile_finance.htm; see Consumer Financial Protection
Bureau, Mobile Financial Services: A Summary of Comments from the Public on Opportunities, Challenges, and
Risks for the Underserved (November 2015), p. 54-7, https://www.consumerfinance.gov/data-research/
research-reports/mobile-financial-services-a-summary-of-comments-from-the-public-on-opportunities-
challenges-and-risks-for-the-underserved/. Commenters expressed concerns about data and transaction secu-
rity and the security of mobile devices.


https://www.federalreserve.gov/consumerscommunities/mobile_finance.htm
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Managing the Fair Lending Risks of Targeted
Internet-Based Marketing

Sophisticated technology- and data-driven techniques have made it easier for businesses—
including financial institutions—to target marketing to particular segments of consumers. Fair
lending risks may arise from internet-based targeted marketing. We are still learning about
how these platforms handle advertising, and it is an area that warrants attention. We offer
some strategies that may help banks manage risk as our understanding of these issues con-
tinues to develop.

Background and Observations

Businesses now have access to sophisticated advertising analytics to help them reach spe-
cific segments of their markets. The algorithms that determine which ads a particular con-
sumer sees are often based on highly detailed consumer profiles culled from such sources as
website browsing histories, retailers, and credit card providers. Advertisers use these con-
sumer data to target consumers by their locations, online habits, or the activities that they are
predicted to engage in in the future.’” Using these analytics has resulted in websites display-
ing higher prices to some consumers based on perceptions about consumer preference due
to, for example, the type of computer operating system used and websites varying a prod-
uct’s price or availability based on geography.'®

While targeted advertisements may offer benefits to consumers, targeted marketing based
on consumer data can raise a range of consumer protection and fair lending risks. When the
advertisements displayed via the internet vary by individual, we can no longer assume that
consumers will broadly have access to the same options, even if they were to do their best to
research and seek out as many choices as possible online. Unequal access to information
about credit can raise fair lending risks and lead to redlining or steering as discussed below.

Fair Lending Risk and Internet-Based Targeted Marketing

The Federal Reserve enforces the two primary federal laws that ensure fairness in lending:
the Equal Credit Opportunity Act (ECOA) and the Fair Housing Act (FHA).'® Pursuant to the
Dodd-Frank Wall Street Reform and Consumer Protection Act, the Federal Reserve has

7 Stuart A. Thompson, “These Ads Think They Know You,” New York Times (May 1, 2019), https://www.nytimes.
com/interactive/2019/04/30/opinion/privacy-targeted-advertising.html.

8 Users of computers with Mac operating systems were steered to more expensive hotel choices as compared to
users of computers with Windows operating systems. Dana Mattioli, “On Orbitz, Mac Users Steered to Pricier
Hotels,” Wall Street Journal (August 23, 2012), https://www.wsj.com/articles/SB1000142405270230445860
4577488822667325882. Prices for a company’s college preparation course varied by ZIP code, even within the
same city. Julia Angwin, Terry Parris, Jr., and Surya Mattu, “When Algorithms Decide What You Pay,” ProPublica
(October 5, 2016), https://www.propublica.org/article/breaking-the-black-box-when-algorithms-decide-what-
you-pay. Same-day delivery service of online orders was not available in ZIP codes with predominantly African
American residents. Hilary Brueck, “Is Amazon Prime Too White?” Fortune (April 22, 2016), https://fortune.com/
2016/04/22/amazon-prime-in-more-white-neighborhoods/.

1945 USC 1691-1691f; 42 USC 3601-3619.
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supervisory authority under the ECOA for state member banks with assets of $10 billion or
less. For all state member banks, regardless of asset size, the Federal Reserve enforces
the FHA.

The ECOA prohibits credit discrimination on the basis of race, color, religion, national origin,
sex, marital status, age, receipt of income from any public assistance program, or because a
person has exercised certain legal rights under the ECOA and other financial statutes. The
ECOA and its implementing regulation apply to both consumer and commercial credit.
Through Regulation B, the ECOA prohibits creditors from making oral or written representa-
tions in advertising or other formats that would discourage, on a prohibited basis, a reason-
able person from making or pursuing a credit application.?°

The FHA applies to credit related to housing and prohibits discrimination on the basis of race
or color, national origin, religion, sex, familial status, and handicap. With respect to marketing,
the FHA prohibits discrimination in advertising regarding the sale or rental of a dwelling, which
includes credit discrimination.?’

Both laws prohibit redlining, which is a form of illegal discrimination in which an institution
provides unequal access to credit based on the race, color, or national origin of a neighbor-
hood.?? Fair lending laws also protect against the steering of an applicant to specific loan
products based on prohibited characteristics, such as race or national origin, rather than the
applicant’s need or other legitimate factors.?®

Recent developments regarding the social media company Facebook highlight the risks of
relying on technology for advertising, including any advertising platform that uses algorithms
or filters, without also considering the fair lending implications of such technology.

2942 CFR 1002.4(0).

21 Under the FHA, it is unlawful to . . . make, print, or publish or cause to be made, printed or published any
notice, statement, or advertisement, with respect to the sale or rental of a dwelling that indicates any preference,
limitation, or discrimination based on race, color, religion, sex, handicap, familial status, or national origin, or an
intention to make any such preference, limitation, or discrimination.” 42 USC 3604(c); see also 24 CFR 100.75
(noting, for example, that discriminatory advertisements may include selecting media that make ads unavailable
on the basis of a prohibited characteristic). The Interagency Fair Lending Examination Procedures further high-
light marketing-related factors that may raise fair lending risk. See Interagency Fair Lending Examination Proce-
dures at 11-12, contained in the “Revised FFIEC Fair Lending Examination Procedures and Use of Specialized
Examination Techniques,” Federal Reserve CA Letter 09-6 (2009), https://www.federalreserve.gov/boarddocs/
caletters/2009/0906/09-06_attachment.pdf.

22The ECOA and its implementing regulation, Regulation B, prohibit discrimination in any aspect of a credit trans-
action. 15 USC 1691; 12 CFR 1002.4(a). The Fair Housing Act and its implementing regulation also prohibit dis-
crimination in making available or in the terms or conditions of the sale of a dwelling on the basis of race or
national origin, and further prohibit businesses engaged in residential real estate-related transactions from dis-
criminating against any person in making available or in the terms or conditions of such a transaction on a pro-
hibited basis. 42 USC 3604(a) and (b), 3605(a); 24 CFR 100.120(b). See also Interagency Fair Lending Examina-
tion Procedures, at 29. For a general discussion of how institutions may manage redlining risk, see also Con-
sumer Compliance Supervision Bulletin (July 2018), p. 2, https://www.federalreserve.gov/publications/files/
201807-consumer-compliance-supervision-bulletin.pdf.

2% 3ee id; see also Interagency Fair Lending Examination Procedures, p. 24.


https://www.federalreserve.gov/boarddocs/caletters/2009/0906/09-06_attachment.pdf
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Facebook’s Marketing Settlement with Civil Rights Advocates and
Housing Discrimination Charge by HUD

A number of technology companies, including Facebook, provide sophisticated targeted
marketing services to businesses seeking to advertise online. Facebook’s advertising plat-
form is designed to help businesses reach a “core target audience” based on consumers’
locations, demographics, behavior, interests, and similarity to current customers.?*

Investigations by a news organization concluded that Facebook’s platform could result in ads
that excluded viewers by characteristics such as race or gender. For example, it was possible
to post a real estate ad that would not be shown to African American, Hispanic, or Asian
American viewers or to post ads for a job driving for a car service that were only shown to
male viewers.?®

In March 2019, several civil rights and other organizations announced a settlement with
Facebook over similar allegations that Facebook’s advertising platform allowed discrimination
in housing, employment, and credit advertising. The platform also allegedly allowed advertis-
ers to limit advertising to narrow geographic areas and to target audiences of Facebook
users with common characteristics with the advertiser’s current customers or other groups
(called a “Lookalike Audience”), which the organizations argued could have a negative impact
on various groups, including based on gender, race, and age.?®

Also in March 2019, the U.S. Department of Housing and Urban Development (HUD)
charged Facebook with housing discrimination as a result of the targeting and filtering prac-
tices permitted by the company’s ad platform.?” HUD also alleged that Facebook itself dis-
criminates by using machine learning and other techniques to decide how and to whom to
deliver specific advertisements. These practices included identifying which users would or
would not see particular advertisements, varying the price of advertisements charged to
advertisers based on the characteristics of the users who would see them, and classifying
users in a way that is related to protected characteristics, such as sex or race.

24 See Facebook Advertising Targeting Options, https://www.facebook.com/business/ads/ad-targeting.

25 Julia Angwin and Terry Parris, Jr., “Facebook Lets Advertisers Exclude Users by Race,” ProPublica (October 28,
2016), https://www.propublica.org/article/facebook-lets-advertisers-exclude-users-by-race; Ariana Tobin and
Jeremy B. Merrill, “Facebook Is Letting Job Advertisers Target Only Men,” ProPublica (September 18, 2018),
https://www.propublica.org/article/facebook-is-letting-job-advertisers-target-only-men.

2% Indeed, in July 2019, in separate cases, the U.S. Equal Opportunity Commission found “reasonable cause” to
believe that seven employers violated civil rights laws by excluding women, older workers, or both from seeing
ads for employment those employers posted on Facebook. See Ariana Tobin, “Employers Used Facebook to
Keep Women and Older Workers from Seeing Jobs Ads. The Federal Government Thinks That's lllegal.” ProPu-
blica (September 24, 2019), https://www.propublica.org/article/employers-used-facebook-to-keep-women-and-
older-workers-from-seeing-job-ads-the-federal-government-thinks-thats-illegal.

2" HUD v. Facebook, Inc., Charge of Discrimination, FHEO No. 01-18-0323-8 (filed March 28, 2019), https://www.
hud.gov/sites/dfiles/Main/documents/HUD_v_Facebook.pdf. Notably, HUD also alleged that Facebook’s adver-
tising platform was actively being used by lenders to advertise mortgage credit products.
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https://www.propublica.org/article/employers-used-facebook-to-keep-women-and-older-workers-from-seeing-job-ads-the-federal-government-thinks-thats-illegal
https://www.propublica.org/article/employers-used-facebook-to-keep-women-and-older-workers-from-seeing-job-ads-the-federal-government-thinks-thats-illegal
https://www.hud.gov/sites/dfiles/Main/documents/HUD_v_Facebook.pdf
https://www.hud.gov/sites/dfiles/Main/documents/HUD_v_Facebook.pdf

10 Consumer Compliance Supervisory Bulletin

Managing Risks

Both the Facebook settlement and HUD’s discrimination charge underscore that fair lending
laws apply equally to internet-based advertising as they apply to traditional advertising. Many
of the considerations for developing traditional advertising also are present when developing
online advertising.

While we are still learning about this issue, below are some steps that banks can take to
manage this fair lending risk:

B reviewing for and eliminating any geographic filters used in internet-based advertising,
such as filters by ZIP code or branch radius, that would exclude predominantly minority
neighborhoods;

B reviewing other elective filters in use to ensure that the they do not prevent (even uninten-
tionally) viewers with characteristics protected by the ECOA or the FHA from seeing an
online ad;

B reviewing any information available from the internet-based advertising service regarding
the audience that viewed each online ad;*®

B establishing policies and procedures to evaluate fair lending risk for all marketing and out-
reach initiatives, including those that are internet-based and those that are not;

B monitoring marketing and outreach activities to ensure that those activities are reaching
the entire assessment or credit market area, including any predominantly minority
neighborhoods;

B ensuring that vendor management policies are in place; and

B understanding what marketing practices are being employed by the bank or on its behalf,
and having appropriate controls to assess and manage any risk associated with those
practices.?®

Federal Reserve Fintech Resources

The Federal Reserve is actively engaged in interacting with, learning about, and providing
perspectives on financial technology. Below is a sample of the various Federal Reserve
resources related to fintech.

28 For consumer compliance risk-management guidance specific to social media, see “Social Media: Consumer
Compliance Risk Management Guidance,” Federal Reserve CA Letter 13-22 (December 11, 2013), https://www.
federalreserve.gov/supervisionreg/caletters/caltr1322.htm.

29For guidance regarding third-party vendor management risk, see “Guidance on Managing Outsourcing Risk,”
Federal Reserve CA Letter 13-21 (December 5, 2013), https://www.federalreserve.gov/supervisionreg/srletters/
sr1319.htm.
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Board Member Speeches

Michelle Bowman, “Community Banking in the Age of Innovation” (April 11, 2019), https://
www.federalreserve.gov/newsevents/speech/bowman20190411a.htm.

Lael Brainard, “What Are We Learning about Artificial Intelligence in Financial Services?”
(November 13, 2018), https://www.federalreserve.gov/newsevents/speech/
brainard20181113a.htm.

Lael Brainard, “Fintech and the Search for Full Stack Financial Inclusion”
(October 17, 2018), https://www.federalreserve.gov/newsevents/speech/
brainard20181017a.htm.

Lael Brainard, “Cryptocurrencies, Digital Currencies, and Distributed Ledger Technologies:
What Are We Learning?” (May 15, 2018), https://www.federalreserve.gov/newsevents/
speech/brainard20180515a.htm.

Randal K. Quarles, “Thoughts on Prudent Innovation in the Payment System”
(November 30, 2017), https://www.federalreserve.gov/newsevents/speech/
quarles20171130a.htm.

Lael Brainard, “Where Do Consumers Fit in the Fintech Stack?” (November 16, 2017),
https://www.federalreserve.gov/newsevents/speech/brainard20171116a.htm.

Jerome H. Powell, “Financial Innovation: A World in Transition” (October 18, 2017), https://
www.federalreserve.gov/newsevents/speech/powell20171018a.htm.

Lael Brainard, “Where Do Banks Fit in the Fintech Stack?” (April 28, 2017), https://www.
federalreserve.gov/newsevents/speech/brainard20170428a.htm.

Lael Brainard, “The Opportunities and Challenges of Fintech” (December 2, 2016), https://
www.federalreserve.gov/newsevents/speech/brainard20161202a.htm.

Lael Brainard, “Community Banks, Small Business Credit, and Online Lending”
(September 30, 2015), https://www.federalreserve.gov/newsevents/speech/
brainard20150930a.htm.

Consumer Compliance Outlook Articles

Carol A. Evans, “Keeping Fintech Fair: Thinking about Fair Lending and UDAP Risk,” Con-
sumer Compliance QOutlook (second issue, 2017), https://www.consumercompliance
outlook.org/2017/second-issue/keeping-fintech-fair-thinking-about-fair-lending-and-
udap-risks/.

“Perspectives on Fintech: A Conversation with Governor Lael Brainard,” Consumer Com-
pliance Outlook (third issue, 2016), https://www.consumercomplianceoutlook.org/2016/
third-issue/perspectives-on-fintech-a-conversation-with-governor-lael-brainard/.

Teresa Curran, “Fintech: Balancing the Promises and Risks of Innovation,” Consumer
Compliance Outlook (third issue, 2016), https://www.consumercomplianceoutlook.org/
2016/third-issue/fintech-balancing-the-promise-and-risks-of-innovation/.
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B Tim Marder, “Fintech for the Consumer Market: An Overview,” Consumer Compliance
Outlook (third issue, 2016), https://www.consumercomplianceoutlook.org/2016/third-
issue/fintech-for-the-consumer-market-an-overview/.

Federal Reserve Conferences

B Federal Reserve Bank of New York, “The First New York Fed Research Conference on
Fintech” (March 22, 2019). Conference materials available by clicking on the agenda at
https://www.newyorkfed.org/research/conference/2019/fintech.

B Federal Reserve Bank of Philadelphia, “Fintech and the New Financial Landscape”
(November 13-14, 2018). Conference materials available by clicking on the agenda at
https://philadelphiafed.org/bank-resources/supervision-and-regulation/events/2018/
fintech.

B Federal Reserve Bank of Boston, “Fintech, Financial Inclusion, and the Potential to Trans-
form Financial Services” (October 17, 2018). Conference presentations available at https://
www.bostonfed.org/news-and-events/events/fintech-conference/2018.aspx.

B Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corpora-
tion, and Conference of State Bank Supervisors, “Community Banking in the 21st Cen-
tury” (October 3—-4, 2018), https://www.communitybanking.org/conferences/2018.

Federal Reserve Working Groups

®m Federal Reserve Bank of San Francisco, Navigate: The Reserve Bank’s fintech staff helps
facilitate responsible innovations while protecting consumers and ensuring the safety and
soundness of banks. Staff holds public office hours the first and third Tuesdays every
month from 2:00 p.m.=5:00 p.m. (Pacific Time) or by appointment, available at https://
www.frbsf.org/banking/fintech/navigate/. The Reserve Bank also maintains a website with
fintech resources, available at https://www.frbsf.org/banking/fintech/.

B Federal Reserve Bank of New York, Fintech Advisory Group: Fintech experts meet twice a
year to present views and perspectives on emerging issues related to financial technolo-
gies and the application and market impact of these technologies. Member and meeting
information available at https://www.newyorkfed.org/aboutthefed/ag_fintech.html.

B Federal Reserve Bank of Atlanta, Center for Financial Innovation and Stability: The pur-
pose of the Center is to improve knowledge of financial innovation and financial stability
as well as the connection between the two, especially as it pertains to Federal Reserve
policymaking, available at https://www.frbatlanta.org/cenfis.aspx.

B Federal Reserve Bank of Boston, Mobile Payment Industry Workgroup: The group meets
regularly to inform and consider potential resolutions for shared issues and the elimination
of barriers to adoption of retail mobile/digital payments, available at https://www.boston
fed.org/publications/mobile-payments-industry-workgroup.aspx.

Federal Reserve Board
www.federalreserve.gov
1219


https://www.consumercomplianceoutlook.org/2016/third-issue/fintech-for-the-consumer-market-an-overview/
https://www.consumercomplianceoutlook.org/2016/third-issue/fintech-for-the-consumer-market-an-overview/
https://www.newyorkfed.org/research/conference/2019/fintech
https://philadelphiafed.org/bank-resources/supervision-and-regulation/events/2018/fintech
https://philadelphiafed.org/bank-resources/supervision-and-regulation/events/2018/fintech
https://www.bostonfed.org/news-and-events/events/fintech-conference/2018.aspx
https://www.bostonfed.org/news-and-events/events/fintech-conference/2018.aspx
https://www.communitybanking.org/conferences/2018
https://www.frbsf.org/banking/fintech/navigate/
https://www.frbsf.org/banking/fintech/navigate/
https://www.frbsf.org/banking/fintech/
https://www.newyorkfed.org/aboutthefed/ag_fintech.html
https://www.frbatlanta.org/cenfis.aspx
https://www.bostonfed.org/publications/mobile-payments-industry-workgroup.aspx
https://www.bostonfed.org/publications/mobile-payments-industry-workgroup.aspx
https://www.federalreserve.gov

	Promoting Effective Fintech Risk Management
	Online and Mobile Banking
	Managing the Fair Lending Risks of Targeted Internet-Based Marketing
	Federal Reserve Fintech Resources

